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ADVANCES-OUT 
 TOTAL - 
 

 $ -  $ -    25,000.00 $ 25,000.00 

LOCAL GRANT FUND $ - $ - $ 50,000.00 $ 50,000.00 
 

MATERIALS AND SUPPLIES 
CAPITAL OUTLAY 

 TOTAL - PARKS OPERATIONS: 
 

$ - $ - 8,985.00 $ 8,985.00 
$ -  $ -    40,360.00 $ 40,360.00 
$ - $ - $ 49,345.00 $ 49,345.00 

 

ADVANCES-OUT 
 TOTAL - 
 TOTAL - 
 

 $ -  $ -    65,704.00 

ADVANCES-OUT $ -  $ -    65,704.00 

STATE GRANT FUND $ - $ 48,804.00 $ 131,520.00 
 

ORDINANCE NO.____-24 

 
AN ORDINANCE AMENDING APPROPRIATIONS AND TO 

AUTHORIZE ADDITIONAL INTER-FUND TRANSFERS AND 
ADVANCES THE CURRENT EXPENSES AND OTHER EXPENDITURES 

OF THE CITY OF PAINESVILLE, STATE OF OHIO 
FOR THE FISCAL YEAR BEGINNING JANUARY 1, 2024 

AND ADOPTING THE OPERATING BUDGET, 
AND DECLARING AN EMERGENCY 

 
 

BE IT ORDAINED BY THE COUNCIL OF THE CITY OF PAINESVILLE, LAKE COUNTY, OHIO: 

 
 

Amended 
SECTION I. 

 
TRANSFERS: 
FUNCTION NO. 9100: 

 
OPERATING TRANSFERS/RESERVES $ 21,000.00 $ 21,000.00   1,754.00 

 TOTAL - TRANSFERS: $ 21,000.00 $ 21,000.00 1,754.00 

ADVANCES-OUT 
FUNCTION NO. 9200: 

ADVANCES-OUT 
 

$ -  $ 2,787,000.00   331,704.00 
 TOTAL - ADVANCES-OUT $ -  $ 2,787,000.00   331,704.00 
 TOTAL - GENERAL FUND $ 16,004,000.00 $ 18,872,173.00 $ 333,458.00 

 
SECTION II. That there be appropriated from the FIRE LEVY FUND, FUND NO. 220: 

  

FIRE DEPARTMENT - OTHER: 
FUNCTION NO. 2220: 

CAPITAL OUTLAY 
 

$ 61,000.00 $ 61,000.00   98,065.00 
 TOTAL - FIRE DEPARTMENT - OTHER: $ 73,500.00 $ 79,352.00 $ 98,065.00 
 TOTAL - FIRE LEVY FUND $ 75,000.00 $ 80,852.00 $ 98,065.00 

  
SECTION III. That there be appropriated from the FIRE IMPROVEMENT LEVY FUND, FUND NO. 236: 

 

FIRE DEPARTMENT - OTHER: 
FUNCTION NO. 2220: 

SERVICES AND CHARGES 
 

$ 103,500.00 $ 103,500.00 20,000.00 
CAPITAL OUTLAY  $ -  $ -    76,599.00 

 TOTAL - FIRE DEPARTMENT - OTHER: $ 250,760.00 $ 250,760.00 $ 96,599.00 

 
SECTION IV. That there be appropriated from the LOCAL GRANT FUND, FUND 279: 

  

PARKS OPERATIONS: 
FUNCTION NO. 5110: 

CAPITAL OUTLAY 
 

$ -  $ -    25,000.00 

 
ADVANCES-OUT 
FUNCTION NO. 9200: 

 

 
SECTION V. That there be appropriated from the STATE GRANT FUND, FUND 289: 

 
CITY MANAGER: 
FUNCTION NO. 1310: 

 
MATERIALS AND SUPPLIES   $ - 7,466.00 
SERVICES AND CHARGES  $ -  $ -    855.00 

 TOTAL - CITY MANAGER: $ - $ - $ 8,321.00 
 

HUMAN RESOURCES: 
FUNCTION NO. 1350: 

 
 $ -  $ -    8,150.00 

HUMAN RESOURCES: $ - $ - $ 8,150.00 
 

PARKS OPERATIONS: 
FUNCTION NO. 5110: 

 

 
ADVANCES-OUT 
FUNCTION NO. 9200: 

 

 

That there be appropriated from the GENERAL FUND, FUND NO. 101: 
 

2nd May 
Amended 

 
Supplements 

 

$ 22,754.00 

$ 22,754.00 

 
 

$ 3,118,704.00 
$ 3,118,704.00 

$ 19,205,631.00 

 
 
 

$ 159,065.00 

$ 177,417.00 

$ 178,917.00 

 
 
 

$ 123,500.00 
$ 76,599.00 

$ 347,359.00 

 
 
 

$ 25,000.00 
 

$ 7,466.00 
$ 855.00 

$ 8,321.00 
 

SERVICES AND CHARGES 
 TOTAL - 
 

$ 8,150.00 

$ 8,150.00 
 

$ 65,704.00 
$ 65,704.00 

$ 180,324.00 
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ADVANCES-OUT 
 TOTAL - 
 TOTAL - 
 

 $ -  $ 1,935,000.00   150,000.00 

ADVANCES-OUT $ -  $ 1,935,000.00   150,000.00 

FEDERAL GRANT FUND $ - $ 3,870,000.00 $ 300,000.00 
 

CAPITAL OUTLAY 
 TOTAL - 
 TOTAL - 
 

$ 2,697,460.00 
$ 2,697,460.00 
$ 4,846,960.00 

 

SECTION VI. That there be appropriated from the FEDERAL GRANT FUND, FUND 299: 
 

PARKS OPERATIONS: 
FUNCTION NO. 5110: 

 
 

PARKS OPERATIONS: 
 

ADVANCES-OUT 
FUNCTION NO. 9200: 

 

 
SECTION VII. 

 
ELECTRIC DISTRIBUTION: 
FUNCTION NO. 7350: 

 

***GRAND TOTAL  - ALL FUNDS $ 111,390,331.00 

 
SECTION VIII.  That this Ordinance is hereby declared to be and is passed as an emergency measure for the protection and preservation of of the peace, health, 

safety and general welfare of the inhabitants of the City of Painesville, the emergency being that it is necessary that an appropriations ordinance be immediately passed in order to 
maintain the finances of said City, and therefore, this ordinance shall become effective immediately upon its passage. 

PASSED: 

EFFECTIVE: 
 
 

 

Jim Fodor 
President of Council 

ATTEST: 

 
   _________________________ 

Samantha Danielson 
Clerk of Council 

 

CAPITAL OUTLAY 
 TOTAL - 
 

$ -  
$ - 

 

$ -    150,000.00 
$ - 150,000.00 

 

$ 150,000.00 
$ 150,000.00 

 

$ 2,085,000.00 
$ 2,085,000.00 

$ 4,170,000.00 
 

That there be appropriated from the ELECTRIC CONSTRUCTION FUND, FUND NO. 732: 

  
 

$ 740,000.00 

 
 

$ 740,000.00 

 
 

    1,957,460.00 

ELECTRIC DISTRIBUTION: $ 740,000.00 $ 740,000.00     1,957,460.00 
ELECTRIC CONSTRUCTION FUND $ 3,185,000.00 $ 2,889,500.00 $ 1,957,460.00 

 
$ 97,907,000.00 $ 108,423,229.00 $ 2,967,102.00 

 



ORDINANCE NO. ____-24 
 
 

AN ORDINANCE TO AUTHORIZE ADDITIONAL CASH 
ADVANCES OF FUNDS FOR CURRENT EXPENSES AND 
OTHER EXPENDITURES OF THE CITY OF 
PAINESVILLE, STATE OF OHIO DURING THE FISCAL 
YEAR BEGINNING JANUARY 1, 2024, AND 
DECLARING AN EMERGENCY 

 
 

BE IT ORDAINED BY THE COUNCIL OF THE CITY OF PAINESVILLE, 
LAKE COUNTY, OHIO: 
 
SECTION I.  That inter-fund cash advances are hereby made from the following funds to the 
following funds as outlined below: 

 
 

Fund / Fund Description / Reason Advance In Advance Out 
   
234 – Victim’s Advocate Grant Fund – Avoid Negative Fund Balance $     2,000  
279 – Local Grant Fund – Establish Local Grant(s) $   25,000  
289 – State Grant Fund – Establish State Grant(s) $   65,704  
299 – Federal Grant Fund – Establish Federal Grant(s) $ 150,000  
810 – P-Card Rotary Fund – Avoid Negative Fund Balance $   26,000  
955 – CDBG Fund – Avoid Negative Fund Balance $   63,000  

   
101 – General Fund  $  331,704 

   
 
 SECTION II.  That this Ordinance is passed as an emergency measure for the protection 
and preservation of the peace, health, safety and general welfare of the inhabitants of the City of 
Painesville, the emergency being the immediate necessity to provide additional funds so that 
sufficient budget authority is available to address these expenditures and to ensure that the funds 
listed do not end the year with a deficit, and, therefore, this Ordinance shall become effective 
immediately. 
 
PASSED: 
 
EFFECTIVE: 
 
 
 ___________________________________  
                                                                                     Jim Fodor 
                                                                                     President of Council  

       
ATTEST: 
 
____________________________________                           
Samantha Danielson 
Clerk of Council 



 
RESOLUTION NO. ____-24 

 
 

A RESOLUTION AUTHORIZING AND DIRECTING THE CITY 
MANAGER TO APPLY FOR AND ACCEPT FINANCIAL 
ASSISTANCE FROM THE OHIO DEPARTMENT OF NATURAL 
RESOURCES (ODNR) NATURE WORKS GRANT TO BE USED 
TOWARDS THE INSTALLATION OF A SKATE PARK, AND 
DECLARING AN EMERGENCY 
     

  
 WHEREAS, the Department of Natural Resources Nature Works Grant administers 
financial assistance to enhance economic development and for public recreation purposes, 
through the State of Ohio Nature Works grant program; and  
 
 WHEREAS, Department of Natural Resources is accepting applications until August 1, 
2024; and 
 
 WHEREAS, the City of Painesville wishes to submit an application for funding in order 
to authorize the Department of Public Lands and Recreation to make application for funds for the 
installation of a new Skate Park located at Kiwanis Recreation Park, 301 Latimore Street; and  
 
 WHEREAS, the City will utilize these funds to help cover the cost of the installation of 
the Skate Park in Kiwanis Recreation Park, 301 Latimore Street.    
 
 NOW, THEREFORE, BE IT RESOLVED BY THE COUNCIL OF THE CITY OF 
PAINESVILLE, LAKE COUNTY, OHIO: 
 

SECTION I:   That the City Council hereby authorizes and directs the City Manager to 
execute and file an application with the Department of Natural Resources Nature Works Program 
and to provide all information and necessary documentation required to become eligible for 
possible funding assistance.    

  
 SECTION II. That this Resolution is passed as an emergency measure for the 
protection and preservation of the peace, health, safety and general welfare of the inhabitants 
of the City of Painesville, the emergency being the immediate necessity to submit the application 
by the August 1, 2024 deadline, and; therefore, this Resolution to become effective immediately 
upon its passage. 

 
PASSED:  
 
EFFECTIVE: 
 
                                                                     
       __________________________________ 
         Jim Fodor                                   
                  President of Council                               
 
ATTEST: 
 
 
_____________________________ 
Samantha Danielson 
Clerk of Council 



     

RESOLUTION NO. ____-24 
 

RESOLUTION AUTHORIZING AND DIRECTING THE CITY 
MANAGER TO ENTER INTO A DEVELOPMENT AGREEMENT WITH 
CROIRISH BURGER LLC FOR THE PURPOSES OF DEVELOPMENT 
AT 77 S. ST. CLAIR STREET, AND DECLARING AN EMERGENCY 

 
WHEREAS, the City of Painesville (the "City") desires to enter into a Development 

Agreement (the "Agreement") with CroIrish Burger LLC (the "Developer") for the purposes of 
a restaurant development project which will significantly enhance economic development 
within the downtown central business district; and 

 
WHEREAS, the City desires to redevelop the former office building site consisting of a 

1,725 square foot building on 0.1073 acres located at 77 S. St. Clair Street Parcel #'s 15-B-001-A-00-
007-0 (0.0757 acres) and 15-B-001-A-00-006-0 (0.316 acres) (the "Property"); and 

 
WHEREAS, the City desires to engage in urban redevelopment and has adopted a 

redevelopment plan for the City's downtown district; and 
 

WHEREAS, the Developer is undertaking the development of a restaurant (the 
"Development") which is a targeted use for the revitalization of the downtown district and 
supports the development of the downtown as an entertainment destination; and 

 
WHEREAS, the Developer has extensive experience in building, owning, and operating 

restaurants in areas similar to the Property and desires to redevelop the vacant, deteriorating 
building into a restaurant that is in conformance with the City's Downtown Master Plan; and 

 
WHEREAS, it is the desire of the Parties to enter into this Development Agreement to 

facilitate the completion of the Project. 
 
 NOW, THEREFORE, BE IT RESOLVED BY THE COUNCIL OF THE CITY OF 
PAINESVILLE, LAKE COUNTY, OHIO: 

SECTION I: That the City Council hereby authorizes and directs the City Manager to 
execute the Development Agreement with CroIrish Burger LLC for the purposes of engaging in 
urban redevelopment within the downtown central business district and to execute any and all 
documents, in substantially similar form with Exhibit A attached hereto, necessary to execute 
the Development Agreement. 

 
SECTION II: That the formal actions of this Council concerning the passage of this 

Resolution were adopted in an open meeting, and all deliberations of this Council, or any 
Committees, which resulted in such formal action, were in meetings open to the public, in 
compliance with all legal requirements, including Section 121.22, of the Ohio Revised Code. 

 
SECTION III: That this Resolution is declared to be an emergency measure necessary 

for the immediate protection and preservation of the public peace, health, safety and general 
welfare of the inhabitants of the City of Painesville and for the further need for the developer to 
meet deadlines to secure necessary approvals for financing and construction of the project 
during the current construction season in order to bring employment opportunities and a desired 
business use to the City in a timely manner, and; therefore, this Resolution shall be effective 
immediately upon its passage. 

 
PASSED:  
 
EFFECTIVE:  
 
              
       Jim Fodor 
       President of Council 
 
 
ATTEST: 
 
       
Samantha Danielson 
Clerk of Council 



     

EXHIBIT A 

 

DEVELOPMENT AGREEMENT WITH CROIRISH BURGER LLC 

OWNER OF 77 SOUTH ST. CLAIR STREET, PAINESVILLE, OHIO 44077 

  

WHEREAS, the City of Painesville (the City) seeks to support development of the site at 77 

South St. Clair Street; and, 

 WHEREAS, CroIrish Burger LLC (the Owner), seeks to put a restaurant/food establishment onto 

Parcel Numbers 15-B-001-A-00-007-0 & 15-B-001-A-00-006-0, Ohio (the Property) to operate said 

restaurant/food establishment; and, 

 WHEREAS, the restaurant/food establishment will bring new employment and a new food 

destination to the City; and, 

 WHEREAS, the City has grant funding available to provide assistance for rehabilitation and 

renovation of eligible buildings in downtown Painesville. 

 NOW, THEREFORE, for valuable consideration, the receipt of which is acknowledged by both 

parties to this Agreement, the Owner of 77 South St. Clair Street, CroIrish Burger LLC and Painesville 

agree as follows: 

 

Section 1. Duties of Painesville 

A.  The City will provide $25,000 in grant assistance through the City’s Commercial Retention 

and Redevelopment Grant program (the Grant) to assist with the necessary renovation of the 

former office space on parcel number 15-B-001-A-00-007-0, 77 South St. Clair Street, in 

accordance with all terms and conditions set forth in the Grant as defined in Exhibit “A”.  

The renovation referenced herein shall be completed no later than June 30, 2025. 

B. The City has Community Reinvestment Areas (CRAs) in place to provide property tax 

incentives for development.  The Property is located in Area 2, and is eligible for a property 

tax abatement on the value of the improvements of 75% for a period of ten (10) years.   

C. The City will inform the Owner of any alternate funding available to facilitate this project if 

the City should become aware of some. 

D. The City will work with the Owner to identify or create parking that is suitable and meets the 

requirements of the Code.  Such parking may include parking within the Municipal Parking 

Lot, increasing parking along the South St. Clair Street in front of the restaurant with the 

approval of City Council, and/or shared parking with adjacent properties.   

E. The City will work with the Owner to identify variances that may be required and work with 

the Owner to secure those variances for the project to move forward.   

F. The City agrees to apply for grants to improve the streetscape along South St. Clair Street.  

 

Section 2. Duties of the Owner  

A. The Owner shall provide any documentation, resources and assistance necessary to fulfill the 

obligations of the Grant. 

B. The owner shall be responsible for any costs and expenses necessary to complete this project 

and not covered by this Grant. 

C. The Owner shall open a restaurant or food establishment with new employment in the 

existing building on the site, no later than 12 months subsequent to the execution of this 

agreement.   



     

D. Restaurant or food establishment will be renovated based on the approved plans and 

rendering as provided for in Exhibit B.   

E. The Owner shall submit plans to the City Planning Department to ensure that all development 

plans meet the requirements of the Historic Downtown Design Review District and the City’s 

Unified Development Code prior to obtaining necessary permits. 

F. The owner shall obtain all required building permits to complete the renovation and ensure 

contractors are registered as such with the City.   

G. Owner agrees to file and process all taxes through the City’s taxing authority, currently 

RITA.   

H. Owner shall make every effort to hire residents of the City to work at the restaurant or food 

establishment.   

I. Owner agrees to join the Downtown Painesville Organization (DPO) as a member for a 

period of no less than two (2) consecutive years immediately upon opening for business. 

 

Section 3.  Additional Acknowledgments 

A. Should the owner fail to satisfy its obligation as set forth in this agreement, owner shall 

reimburse the City the total amount of the Grant funds spent on the project.  The City will 

notify the owner and send an invoice for the full amount of the reimbursement. This payment 

will be due to the City within 30 days of the date of the invoice. 

 

Section 4.  Governing Law 

 This Agreement is governed by all applicable local, state and federal laws. Any provision of this 

Agreement that is in conflict therewith shall be deemed null and void. 

 

Section 5.  Parties Bound, Counterparts 

 This Agreement shall be binding on and inure to the benefit of the parties and their legal 

representative, successor and assigns. This Agreement may be executed in any number of Counterparts, 

each of which shall be deemed an original and all of which when taken together, shall constitute one and 

the same instrument. 

 

 

[Signatures on following page] 

 

 

 

 

 

 

 

 

 

 



     

 

 

Dated:       CroIrish Burger LLC 
 
      By:        
        
      Name:        
Douglas L. Lewis 
City of Painesville    Title:        
City Manager  
 
 
 

CHIEF FINANCIAL OFFICER’S CERTIFICATION OF LOCAL FUNDS 
 
 
 
I, William Parkinson, Finance Director of the City of Painesville, hereby certify that the City of 
Painesville has budgeted $25,000 for the Commercial Retention and Redevelopment Grant program.   
       
 
      Signed:        
         William Parkinson, Finance Director 
 
      Date:          
 
 
APPROVED TO FORM: 
 
 
      
James Lyons  
City of Painesville 
Law Director 

 



 RESOLUTION NO. ____-24                 
 

A RESOLUTION AUTHORIZING THE CITY MANAGER TO SIGN THE 
NECESSARY DOCUMENTS TO ALLOW THE CITY TO PARTICIPATE IN 
THE KROGER OPIOID SETTLEMENT, AND DECLARING AN 
EMERGENCY 

 
WHEREAS, the City has signed a Memorandum of Understanding with the Ohio Attorney 

General that allows the City to participate in settlements that are reached with various entities that 
are and were in the opioid distribution business that has been the subject of extensive litigation 
throughout the Country; and 
 

WHEREAS, a monetary settlement has been reached with Kroger and this settlement will 
provide money to the City that can be used for programs related to opioid use and to mitigate the 
effects of opioid use; and 

 
WHEREAS, in order to participate in this settlement, the City must sign the necessary 

documents to “opt-in” to this settlement and it is the opinion of the Administration that the City 
should opt-in to these settlements. 
 

NOW THEREFORE, BE IT ORDAINED BY THE COUNCIL OF THE CITY OF 
PAINESVILLE, COUNTY OF LAKE AND STATE OF OHIO, AS FOLLOWS: 
 

Section 1.  That the City Manager of the City of Painesville is hereby authorized and directed 
to sign the necessary documents to enter into the settlement with Kroger and return the documents to 
the Opioid Implementation Director on or before August 12, 2024. 
 

Section 2.  That all formal actions of this Council concerning the passage of this Ordinance 
were adopted in an open meeting, and that all deliberations of this Council, or any of its Committees, 
which resulted in such formal action, were in meetings open to the public, in compliance with all 
legal requirements, including Section 121.22 of the Ohio Revised Code. 
 

Section 3. That this Resolution is hereby declared to be and is passed as an emergency 
measure, the emergency being the need to opt-in to the settlement on or before August 12, 2024.  
Said Resolution is necessary for the immediate preservation of the public peace, health, safety and 
welfare of the inhabitants of the City of Painesville. 
 
PASSED: 
 
EFFECTIVE 
 

 
____________________________________ 
Jim Fodor 
President of Council 
 
 

ATTEST: 
 
 
______________________________________ 
Samantha Danielson 
Clerk of Council 



RESOLUTION NO. _____-24 
 
 

RESOLUTION AUTHORIZING AND DIRECTING THE CITY 
MANAGER TO APPLY FOR AND ACCEPT FUNDING FROM THE 
AMERICAN PUBLIC POWER ASSOCIATION  (“APPA”) FOR A 
SUBAWARD FOR DEVELOPING AND DEPLOYING 
CYBERSECURITY DEFENSE AND DECLARING AN EMERGENCY. 

 
 

BE IT RESOLVED BY THE COUNCIL OF THE CITY OF PAINESVILLE, 
LAKE COUNTY, OHIO: 
 

SECTION I.  That the City Manager is hereby authorized and directed to apply 
to the American Public Power Association  (“APPA”) For A Subaward For Developing 
And Deploying Cybersecurity Defense and the City Manager is further authorized upon 
the award of the Grant to enter into an Agreement with the APPA for the Grant. A copy 
of that Grant Agreement is attached as Exhibit A. 
 

SECTION II. That this Resolution is passed as an emergency measure for the 
protection and preservation of the peace, health, safety and general welfare of the inhabitants of 
the City of Painesville, the emergency being the immediate necessity to further protect our 
electric distribution system from cybersecurity attacks, and; therefore, this Resolution shall 
become effective immediately upon its passage. 
 
PASSED:  
 
EFFECTIVE: 
 
 
 
       ___________________________ 

Jim Fodor 
President of Council 

 
ATTEST: 
 
 
_______________________________ 
Samantha Danielson 
Clerk of Council 
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1. Subaward Summary 
1.1. Introduction 

1.1.1. This Subaward is made and entered into this –[day] day of [month], 2024, by 
and between the American Public Power Association (“APPA”) and City of 
Painesville, an Electric Utility (“Utility”). APPA and Utility are referred to herein 
individually as “Party” and collectively as “Parties.” 

 
1.2. Utility Developing and Deploying Cybersecurity Defense 

1.2.1. Name of Organization: City of Painesville 
1.2.2. Address: 7 Richmond St, Painesville, OH 44077 
1.2.3. Number of meters impacted by the technology deployment: [enter] 
1.2.4. Unique Entity ID assigned by SAM.gov: VH2LTL7ZMJ31 

1.2.5. Tax Exempt (Yes/No): Yes 

 
1.3. Project Purpose  

1.3.1. The Department of Energy (“DOE”) entered into a cooperative agreement with 
APPA, Award Number DE-CR0000007, dated September 25,2020, to develop 
and deploy cyber and cyber-physical operational technology (“OT”) solutions 
within the public power community (the “Cooperative Agreement”), a copy of 
the Terms and Conditions Cooperative Agreement is attached hereto as 
“Exhibit 4.” 

1.3.2. APPA contracts with Utility through this Subaward (“Subaward”) to help the 
Utility address and overcome key cybersecurity challenges and maximize the 
long-term robustness and overall effectiveness of deployed solutions for the 
benefit of the whole electric industry. 

1.3.3. This project will support efforts to develop, demonstrate, and deploy cyber and 
cyber-physical solutions for public power utilities ("Project”) that:   

1.3.3.1 Detect and respond to adversarial cyber activity on OT networks in 
the energy sector through a collective defense approach;  

1.3.3.2 Utilize artificial intelligence to identify anomalies, reduce false 
positives, and update OT assets;  

1.3.3.3 Provide for advanced analytics to enable the user to identify the 
systems when and where compromised;  

1.3.3.4 Increase system resilience in energy delivery control systems or 
components; and  

1.3.3.5 Employ autonomous defense solutions at remote endpoints to 
protect against in-band and out-of-band attacks. Such solutions 
include hardware, firmware, or software that protects, defends, or 
hardens deployed OT.  

 
1.4. Project Objectives for APPA and Utility 

1.4.1. Develop specifications for OT cybersecurity technologies and systems. 
1.4.2. Select or develop technology and systems for deployment and testing.  
1.4.3. Work with partner organizations to select or develop technology and systems 

for deployment and testing.  
1.4.4. Develop models and frameworks for data anonymization, aggregation, and 

flow. 
1.4.5. Develop organizations’ capability to effectively use OT cybersecurity 

technology.  
1.4.6. Deploy cybersecurity solutions for OT systems.  
1.4.7. Develop models and frameworks for successful data analysis and cyber threat 

and mitigation. 



1.4.8. Work to solve organizational coordination challenges by developing an 
independent, secure, and replicable OT data anonymization and aggregation 
model and framework. 

2. Project Execution 
2.1. Scope of Project Funding 

2.1.1. “Exhibit 1” sets forth the Scope(s) of Work for Funded Scopes (“Funded 
Scopes”). 

2.1.2. Utility agrees to include language substantially similar to that of “Exhibit 1” in 
Vendor Agreement(s), which APPA recognizes is subject to Vendor 
Agreement(s). 

2.1.3. Only the Funded Scopes marked as applicable in Table 1 will be funded under 
this Subaward. 

 
Table 1 

Funded Scopes Applicable 
Costs 

Legal Services   

Engineering/Development Services  

OT Network/Information Technology Infrastructure 
(OT-IT) 

$59,077 

OT Cybersecurity Technology (OT) $45,134 

OT Cybersecurity Applications (OT-SEC)   

Security Operations (OT-SOC)   

Deployment Services $31,053 

Threat Feed Services   

Information Sharing   

Incident Response Services  

Training  

Program Services  

Other  
 
 
2.2. Vendors 

2.2.1. Under this Subaward, an entity (e.g., a company, or an organization for or not-
for-profit) that provides services under the Funded Scopes in Table 1 and is 
listed in Table 2 is known as a “Vendor” and, if more than one company, 
collectively, the “Vendors.”  

2.2.2. Utility intends to contract with Vendor(s) for services under the Funded 
Scopes. 

2.2.3. Scopes of Work are a description of the service(s) to be provided, and/or the 
equipment to be purchased pursuant to one or more vendor agreement(s) to be 
entered into between the Utility and the Vendor (each, a “Vendor Agreement,” 
and collectively, the “Vendor Agreements"). All revision(s) to Scopes of Work 
shall occur through amendment(s) to this Subaward in accordance with 
Section 7 Revision Controls. 

 
Table 2 

Revision 
Number 

Vendor Address Point of 
Contact 

Amount Funded Scope Task 
Number 

0 Vertosoft 1602 Village 
Market Blvd SE, 
Suite 320, 
Leesburg, 

Luke Stratton OT Cybersecurity 
Technology (OT) 

$45,134 5 



VA20175 USA 

0 Vertosoft 1602 Village 
Market Blvd SE, 
Suite 320, 
Leesburg, 
VA20175 USA 

Luke Stratton Deployment Services $21,053 5 

0 Presidio 
Networked 
Solutions 
Group, LLC 

1602 Village 
Market Blvd SE, 
Suite 320, 
Leesburg, 
VA20175 USA 

Luke Stratton OT 
Network/Information 

Technology 
Infrastructure (OT-IT) 

$59,077 5 

0 American 
Municipal 
Power, Inc. 

1602 Village 
Market Blvd SE, 
Suite 320, 
Leesburg, 
VA20175 USA 

Luke Stratton Deployment Services $10,000 5 

 

2.3. Total Project Subaward Amount 
2.3.1. Total Project Subaward Amount from Table 2 above: $135,264. 

 
2.4. Project Schedule 

2.4.1. Dates covered under this Subaward: from the last date signed below ("Effective 
Date”) until Project End Date, unless terminated early as permitted herein 
("Term”). 

2.4.2. The Project shall commence on the Effective Date. 
2.4.3. The Project End Date is the earlier of September 24, 2025, or the latest date on 

which any Vendor Agreement expires or is terminated early as permitted 
therein ("Project End Date”). 

2.4.4. The schedules of all Vendor Agreement(s) shall comport with Section 2.4 of 
this Subaward. 

2.5. Payments 
2.5.1. Utility shall require Vendor to Submit invoices to Utility in accordance with 

Exhibit 1, Table 1. 
2.5.2. Utility shall review all Vendor(s) invoices and confirm in writing to APPA that the 

invoices are accurate. In addition to any other confirmation in writing of 
provisions that may be required under other sections of this Subaward, the 
confirmation in writing shall include the following statement: “[Utility] confirms 
in writing that [Vendor] has completed all portions of work subject to the 
invoice [insert Vendor Invoice No.] to Utility’s satisfaction under the [Vendor 
Agreement] and Utility is not aware of any reason to withhold payment to 
Vendor under the invoice [insert Vendor Invoice No.].”  

2.5.3. Utility shall provide APPA a copy of all invoices received from Vendor(s) within 
(15) days of Utility’s receipt thereof for APPA’s review and verification. The 
above statement and copies of the invoice shall be sent via email to the 
following: 

 
APPA contact:  
Name: Richard Condello 
Title: Director Utility Cybersecurity Deployments 
Address: 2451 Crystal Drive, Suite 1000 
Telephone #202-467-2915 
Email address: otcyberdefense@publicpower.org 

 
                 

2.5.4. Upon APPA’s review and verification of undisputed Vendor(s) invoices, 
APPA shall pay Vendor(s) on behalf of Utility within 60 days of APPA’s receipt 



thereof and Utility shall not have any payment obligations to Vendor(s). APPA 
shall provide written notification to Utility of any disputed invoice within 45 
days of receipt of such invoice. Disputed amounts shall be paid within 60 days 
of resolution of such disputed invoice. 

2.5.5. The total amount to be paid by APPA to Vendor(s) shall not exceed the total 
contract value as set forth in the Vendor Agreement(s) (“Not to Exceed Value”). 
The Not to Exceed Value shall include the total amount to be paid by APPA to 
Vendors for reimbursable out-of-pocket or incidental expenses as set forth in 
the Vendor Agreement(s) (“Maximum Incidental Reimbursement”). 

2.5.6. Any variance that would result in an amount to be paid to a Vendor in excess of 
the Not to Exceed Value under the respective Vendor Agreement shall require 
an amendment to this Subaward. 

2.5.7. All reasonable efforts shall be made by APPA and its representatives to review 
and verify timely payments are made to Vendor(s). APPA shall pay any late fees 
assessed or levied by Vendor(s) that arise from delays caused solely by APPA.  

2.5.8. Where APPA cannot verify Vendor(s) invoices, for example due to the absence 
or deficiency of proof of purchase, third-party invoice, or other forms of 
receipts, payment shall be withheld until such verification can be made.  

2.5.9. APPA reserves the right in its sole and absolute discretion to withhold or deny 
payment of any Vendor invoice that does not comply, in all material respects, 
with the requirements of this Subaward. APPA shall withhold payment in full for 
any partially disputed invoice. 

2.5.10. If Vendor brings a claim against APPA for services Vendor has rendered for 
Utility but was denied payment, either by Utility or by APPA, because the 
Vendor’s invoice does not comply with the requirements of the Subaward, 
Utility agrees to reimburse APPA for costs APPA incurred in resolving the 
disputed invoice with Vendor. 

2.6. Data Collection and Sharing 
2.6.1. No party (including other Utility(s), APPA, Vendor(s), DOE, and the general 

public, collectively, “Outside Parties”) may have access to Utility’s raw data as 
a result of this Project without Utility’s written approval. 

2.6.2. Utility shall exercise reasonable efforts in safeguarding its raw data and 
preventing unauthorized access of raw data by Outside Parties.  

2.6.3. Any data generated as a result of this Project shall be anonymized and de-
identified (“Anonymized Data”) before such data is shared with Outside Parties 
and may only be used in ways that do not reveal Utility’s identity or any 
identifiable portions of its facilities or systems. 

2.6.4. Once the data generated as a result of this Project becomes Anonymized Data, 
Outside Parties, except the general public, may access such data without 
additional requirements, tools, or applications.  

2.6.5. APPA may share Anonymized Data with Outside Parties and other 
organizations or entities at the discretion of APPA through a license or other 
appropriate methods.  

 
2.7. Reporting 

2.7.1. Upon APPA’s request, Utility and Vendor(s) shall submit to APPA reports that 
include but not limited to progress towards defined acceptance criteria under 
applicable Funded Scopes. 

2.7.2. If a reporting or disclosure is necessary, Utility shall not be identified in such 
reporting or disclosure or in any data files.  

2.7.3. Federal or state laws may require APPA to disclose information to DOE. 
 



2.8. Confidentiality 
2.8.1. In the event that a business proprietary and/or confidential information needs 

to be disclosed as part of a reporting or disclosure, the disclosing party shall 
inform the recipient in writing that the shared information constitutes business 
proprietary and/or confidential information and shall only be shared with 
individuals who have the need-to-know for the sole purpose of fulfilling the 
obligations of this Project. 

3. APPA Requirements 
3.1. APPA Role 

3.1.1. Present materials to DOE, APPA leadership, and APPA members. Utility and 
Vendor(s) may be included in meetings and presentations at APPA's discretion. 
APPA shall keep Utility apprised of meetings with DOE. 

3.1.2. Assign various APPA staff and/or contracted technical consultants to work with 
Utility and/or Vendor(s). APPA staff representative shall review documents 
developed by the Utility and/or Vendor(s) in sufficient detail to confirm 
understanding by others of any purpose, timing, and deliverables.  

3.1.3. Provide edits to APPA deliverables to be submitted to DOE, APPA leadership, 
and APPA members.  

3.1.4. Provide appropriate and timely access to systems, staff, and facilities that are 
essential to completing the Project successfully.  

3.1.5. Designate one (1) employee to serve as a primary point of contact.  
3.1.6. Serve as the first point of escalation for any Project-related requests or issues.  
3.1.7. Provide access to all necessary (as per mutually agreement between APPA and 

Utility) proprietary information, applications, and systems.  
3.1.8. Provide a central repository, such as a SharePoint or other secure site, to allow 

for data, drawings, and reports to be uploaded and to maintain such central 
repository and provide access to Utility and its employees and agents to such 
central repository.  

3.1.9. Provide copies of available information and drawings pertinent to the Project.  
 
3.2. Data Collection and Sharing 

3.2.1. All data maintained by APPA, including raw or Anonymized Data, because of 
Project efforts, are subject to APPA’s existing cybersecurity plans, addendums, 
and policies as described in the APPA Data Management Plan (“Exhibit 5”). 

3.2.2. APPA shall treat any raw data that it may receive or to which APPA is granted 
access under this Subaward as confidential and may make such data available 
only to those individuals that have a need-to-know and are bound by 
obligations of confidentiality and non-use described herein and as set forth in 
APPA Non-Disclosure Agreement (“Exhibit 6”). 

3.2.3. APPA shall hold all intellectual property rights and ownership of Anonymized 
Data generated, and materials resulting from efforts during this Project and as a 
result of the analysis and assessments conducted by Utility. 

3.2.4. APPA may validate, assess, or analyze the Anonymized Data obtained as a 
result of the Project through independent review by third parties external to the 
Project. 

3.2.5. APPA shall mark data or other documents that are business proprietary and/or 
confidential to APPA with the following marking: “APPA Confidential 
Information – Internal Use Only” when shared with APPA members, DOE, or 
other individuals or entities that have the need-to-know, as determined by 
APPA.  



4. Utility Requirements 
4.1. Utility agrees to require the following from Vendor(s) in each Vendor Agreement: 
4.2. Utility Role 

4.2.1. Utility shall provide APPA confirmation of Utility’s Unique Entity Identifier in 
System for Award Management (“SAM”) or Utility’s Data Universal Numbering 
System (“DUNS”) number. 

4.2.2. Utility shall work with APPA and its representatives to develop and deploy 
cybersecurity defense. 

4.2.3. Utility shall actively participate with APPA and its representatives in developing 
and deploying cybersecurity defense with Vendor(s) listed in Table 2.  

4.2.4. Utility shall actively participate as a member of a working group to provide 
feedback on possible future deployments. 

4.2.5. Utility shall provide feedback to APPA about the efficacy of the chosen 
technologies and/or services in meeting the acceptance criteria described in 
Exhibit 1.  

4.2.6. Utility shall work with Vendor(s) to decide on required architecture and design 
elements. 

4.2.7. Utility shall be a member of the Cybersecurity Defense Community (“CDC”).  
4.2.8. Utility agrees to provide feedback on any barriers or pitfalls encountered in the 

procurement, deployment, and implementation processes, as well as steps 
taken to address such barriers or pitfalls. Feedback may be provided through 
participation in the applicable CDC Working Group (which consists of various 
APPA members) via meetings, phone calls, emails, web-based forms, or a 
combination thereof.  

 
4.2.9. Utility shall use the following guidance and standards in performing its 

obligations under this Subaward: 
4.2.9.1 DOE’s Cybersecurity Capability Maturity Model (Version 2.1 or a 

successor version); and 
4.2.9.2 Framework for Improving Critical Infrastructure Cybersecurity of 

the National Institute of Standards and Technology (Version 1.1 or 
any successor version). 

4.2.10. Utility shall designate at least one (1) employee to serve as a primary point of 
contact under this Subaward.  

4.2.11. Utility shall provide DOE authorized representatives reasonable access to 
facilities, office space, resources, and assistance for the safety and 
convenience of the government representatives in the performance of their 
duties.  

4.2.12. DOE authorized representatives have the right to make site visits, at mutually 
acceptable times between DOE and Utility, to review Project accomplishments 
and management control systems and to provide technical assistance, if 
required.  

4.2.13. All site visits and evaluations shall be performed in a manner that does not 
unduly interfere with or delay the work and in accordance with Utility policies 
and procedures identified in “Exhibit 2.” 

4.2.14. Utility and its representatives shall make all reasonable effort to assist APPA in 
verifying and demonstrating compliance with all applicable DOE requirements, 
including but not limited to, those that require certificates of assurance as set 
forth in Section 4.4 below.  

4.2.15. Utility shall inform its Vendor(s) of the obligation to comply all applicable 
requirements set forth in Section 5 by specifying such requirements in the 
Vendor Agreement(s) 

4.2.16. Utility may only assign, delegate, or subcontract in whole or in part, by 



operation of law or otherwise, with advance written notice to APPA. Any 
attempt to assign without APPA’s written consent shall be null and void. 

4.2.17. Utility shall notify APPA prior to any execution, modification or amendment to a 
Vendor Agreement(s) and any exhibits that are incorporated into the Vendor 
Agreement(s). Such notification shall include written confirmation that for each 
execution, modification or amendment to a Vendor Agreement(s) or any 
exhibits incorporated into such Vendor Agreement(s), Utility has flowed down 
to Vendors(s) all provisions in the Subaward that impose obligations or 
requirements on vendor(s), including applicable incorporations by reference 
thereto. All notifications pursuant to this Section 4.1.17 shall include the 
following statement: “[Utility] confirms in writing that it has flowed down to 
[Vendor] through [Utility-Vendor] Agreement all provisions in the Subaward that 
impose obligations or requirements on [Vendor], including applicable 
incorporations by reference thereto.”   

4.2.18. Utility shall execute a Non-Disclosure Agreement directly with APPA (“Exhibit 
6”).  

 
4.3. Data Collection and Sharing  

4.3.1. Utility may voluntarily make data in its raw format and/or with identifiable 
information and elements available to Vendor(s), APPA, or DOE with Utility’s 
written approval. 

4.3.2. If Utility chooses to share any data in its raw format and/or with 
member/personally identifiable information and elements, Utility shall exercise 
reasonable safeguards to prevent unauthorized disclosure or sharing.  

4.3.3. Upon notice to APPA, Utility may destruct its own raw, individual, identifiable 
data during the execution of this Project. 

4.3.4. Utility may make available Anonymized Data to other entities that are not listed 
in Section 4.2.1 above only with APPA’s consent in writing.  

 
4.4. Reporting 

4.4.1. Utility shall provide a Quarterly Progress Report to APPA identifying progress 
towards defined acceptance criteria under applicable Funded Scopes, as 
defined in “Exhibit 1.” 

4.4.2. Utility shall provide a Tangible Personal Property Report SF-428 at the 
conclusion of the project (“Exhibit 9”). 

4.4.3. Utility shall report Subrecipient executive total compensation by the end of the 
month following the month during which the subaward is executed in 
accordance with “Exhibit 4” - Amendment 0005, Section c. “Reporting of Total 
Compensation of Subrecipient Executives.” 

4.4.4. Utility may share raw and Anonymized Data in accordance with this Subaward.  
4.4.5. Utility shall include the proper citation for any sharing of data or reporting that 

contains the following: 
4.4.5.1 Acknowledgment: “This material is based upon work supported by 

the Department of Energy under Award Number(s) DE-
CR0000007.” 

4.4.5.2 Disclaimer: “This report was prepared as an account of work 
sponsored by an agency of the United States Government. Neither 
the United States Government nor any agency thereof, nor any of 
their employees, makes any warranty, express or implied, or 
assumes any legal liability or responsibility for the accuracy, 
completeness, or usefulness of any information, apparatus, 
product, or process disclosed, or represents that its use would not 
infringe privately owned rights. Reference herein to any specific 
commercial product, process, or service by trade name, 



trademark, manufacturer, or otherwise does not necessarily 
constitute or imply its endorsement, recommendation, or favoring 
by the United States Government or any agency thereof. The views 
and opinions of authors expressed herein do not necessarily state 
or reflect those of the United States Government or any agency 
thereof.” 

 
4.5. Certificate of Assurance and Attestation  

4.5.1. Upon APPA request, Utility shall provide assurance that the process Utility has 
undertaken to solicit the subaward/subcontract complies with DOE’s written 
procurement procedures as set forth in 2 CFR 200.318, using the Certificate of 
Assurance form provided in “Exhibit 3.” 

4.5.2. Upon APPA request, Utility shall provide assurance that no planned, actual, or 
apparent conflict of interest exists between APPA and Utility and Utility is in 
compliance with APPA’s written standards of conduct, using the Certificate of 
Assurance form provided in “Exhibit 3.” 

4.5.3. Upon APPA request, Utility shall provide assurance that Utility and Vendor(s) 
are not designated by any federal or state entity as debarred or suspended 
entities, using the Certificate of Assurance form provided in “Exhibit 3.” 

4.5.4. Upon APPA request, Utility shall provide assurance that Utility has flowed 
down to Vendor(s) through the respective Vendor Agreement(s) (i.e., 
subaward(s)/subcontract(s)) all award provisions in the Subaward, including 
applicable incorporations by reference thereto, that impose obligations or 
requirements on Vendor(s), using the Certificate of Assurance form provided in 
“Exhibit 3.” 

4.5.5. Upon APPA request, Utility shall provide assurance that the process Utility has 
undertaken for equipment and other capital expenditures complies with DOE’s 
written procurement procedures as set forth in 2 CFR 200.313, using the 
Certificate of Assurance form provided in “Exhibit 3.” 

4.5.6. Utility shall demonstrate desired maturity of its Cybersecurity Program in 
accordance with APPA CDC defined methodology to vet possible candidates 
based on various criteria and ability to deploy, operate, and maintain OT 
security solutions successfully, as described in “Exhibit 3.” 

4.5.7. Utility shall demonstrate, by completing the APPA Cybersecurity Scorecard or 
comparable capability measure, a determined level of capability prior to 
deployment of sensors, as described in “Exhibit 3.”  

4.5.8. Utility shall complete the Certification Letter provided by DOE using the 
template provided in “Exhibit 7.” 

 
4.6. News Releases, Publications, Marketing, Advertising  

4.6.1. Only with APPA prior approval does APPA consent to the Utility’s use of APPA 
name in marketing and advertising materials, including the Utility’s website. 

4.6.2. APPA shall not use Utility’s name, logo, or trademark in any publication or press 
release without Utility’s prior written consent.  

4.6.3. News releases pertaining to the selection of Vendor(s) shall not be made 
without prior approval by APPA and Utility; provided, that for avoidance of 
doubt, disclosure to Utility’s City Council or Board shall not constitute a news 
release, publication, marketing, or advertising so long as such disclosure is not 
made in a public forum where members of the public may be in attendance. 

 
4.7. Foreign National Access 

4.7.1. This term is included in any subaward and in any applicable contractual 
agreement(s) associated with this Cooperative Agreement. Utility shall 
promptly notify APPA in writing in the event of any participation in this 



Subaward or in the Vendor Agreement(s) by any foreign nationals. Utility must 
provide specific information about each such foreign national to APPA for 
review and consideration in accordance DE-CR000007 Terms and Term and 
Conditions (“Exhibit 4”) Section FOREIGN NATIONAL ACCESS – 
UNCLASSIFIED FOREIGN VISITS AND ASSIGNMENTS PROGRAM.  

 
4.1. Export Controls 

4.1.1. Utility shall maintain formal export control management programs sufficient to 
support all activities throughout the Scope of Work period of performance for 
each Scope of Work executed under this Subaward. Utility shall be responsible 
for oversight of all Vendor(s) to assure the adequacy of their formal export 
control management programs. 

 

5. Utility Imposed Vendor Requirements 
5.1. Utility agrees to require the following from Vendor(s) in each Vendor Agreement: 
5.2. Vendor Role 

5.2.1. Vendor(s) shall comply with the requirements of 2 C.F.R. part 200 and 2 C.F.R. 
Part 200 Appendix II, as modified by 2 C.F.R. 910, to the extent applicable to 
Vendor(s). 

5.2.2. Vendor(s) shall provide Utility confirmation of either Vendor’s registration and 
active status in SAM or Vendor’s DUNS number.  

5.2.3. Vendor(s) shall provide Utility answers to the North American Transmission 
Forum Supply Chain Questionnaire or similar industry accepted questionnaire.  

5.2.4. Vendor(s) shall execute a Non-Disclosure Agreement directly with APPA 
(“Exhibit 6”).  

 
5.3. Data Collection and Sharing 

5.3.1. Vendor(s) identified in Table 2 for tasks under this Subaward shall be 
responsible for data collection and sharing during the Term of this Project.  

5.3.2. Vendor(s) shall make available and grant exclusive control of Anonymized Data 
that is not identifiable or attributable to Utility from the deployed sensors to 
APPA. 

5.3.3. Vendor(s) may make Anonymized Data available to APPA members as 
determined by APPA within a period deemed reasonable but no later than the 
Project End Date.  

 
5.4. Reporting 

5.4.1. Vendor(s) shall provide a Quarterly Progress Report to APPA and/or Utility 
identifying progress towards defined acceptance criteria under applicable 
Funded Scopes. 

5.4.2. Vendor(s) shall include the proper citation for any sharing of data or reporting 
that contains the following: 

5.4.2.1 Acknowledgment:  "This material is based upon work supported by 
the Department of Energy under Award Number(s) DE-
CR0000007." 

5.4.2.2 Disclaimer: "This report was prepared as an account of work 
sponsored by an agency of the United States Government. Neither 
the United States Government nor any agency thereof, nor any of 
their employees, makes any warranty, express or implied, or 
assumes any legal liability or responsibility for the accuracy, 
completeness, or usefulness of any information, apparatus, 
product, or process disclosed, or represents that its use would not 
infringe privately owned rights. Reference herein to any specific 



commercial product, process, or service by trade name, 
trademark, manufacturer, or otherwise does not necessarily 
constitute or imply its endorsement, recommendation, or favoring 
by the United States Government or any agency thereof. The views 
and opinions of authors expressed herein do not necessarily state 
or reflect those of the United States Government or any agency 
thereof." 

5.5. Invoicing 
5.5.1. Utility is not responsible for any Vendor(s)’s costs or fees associated with work 

performed under Funded Scopes.  
5.5.2. Vendor(s) shall: 

5.5.2.1 Submit invoices to Utility periodically as required for each of the 
following contract types: On a monthly basis for time and materials 
contracts; On completion of work for fixed price contracts; or 
When products are received for direct sales contracts. . 

5.5.2.2 As applicable, provide sufficient time under this Subaward and the 
Vendor Agreement(s) to allow Utility and APPA to review invoices.  

5.5.2.3 As applicable, indicate the time spent and services rendered, 
together with such supporting documentation as APPA reasonably 
requires.  

5.5.2.4 As applicable, include a description of activities during the period 
being invoiced, including lists of tasks accomplished.  

5.5.2.5 Provide copies of receipts to Utility and APPA for approval in writing 
in order to get reimbursement.  

5.5.2.6 Include the following information in all invoices:  
5.5.2.6.1 Bill to: APPA as addressee  
5.5.2.6.2 Ship to: City of Painesville, as applicable 
5.5.2.6.3 Utility name: City of Painesville 
5.5.2.6.4 Vendor name  
5.5.2.6.5 Vendor address 
5.5.2.6.6 Unique contract identifier 
5.5.2.6.7 DOE Cooperative Agreement number: DE-CR0000007 
5.5.2.6.8 DOE Cooperative Agreement number Task Number: 5 
5.5.2.6.9 Vendor Agreement amount  
5.5.2.6.10 Vendor Agreement duration (MM/YY – MM/YY)  
5.5.2.6.11 Agreement-to-Date invoiced amount   
5.5.2.6.12 Current invoice number/invoice amount/period services 

were rendered/detailed list of charges.  
5.5.2.7 Submit invoices no later than 15 days after each month end or 

when work is completed, and acknowledge invoices submitted 
more than 90 days late to APPA are subject to possible 
rejection/non-payment as set forth in the Vendor Agreement. 

 
5.6. News Releases, Publications, Marketing, Advertising  

5.6.1. Only with APPA prior approval does APPA consent to Vendor(s)’s use of APPA 
name in marketing and advertising materials, including the Vendor(s)’s website. 

5.6.2. APPA shall not use Vendor(s)’s name, logo, or trademark in any publication or 
press release without Vendor(s)’s prior, written consent.  

5.6.3. News releases pertaining to the selection of Vendor(s) shall not be made 
without prior written approval by APPA and Utility. 

 
5.7. Foreign National Access 

5.7.1. If Vendor(s) anticipate involving foreign nationals (i.e., non-U.S. citizens or non-



lawful permanent residents of the U.S.) in the performance of the Vendor 
Agreement(s), Vendor(s) must provide specific information about each such 
foreign national to Utility for review and consideration in accordance DE-
CR000007 Terms and Term and Conditions (“Exhibit 4”) Section FOREIGN 
NATIONAL ACCESS – UNCLASSIFIED FOREIGN VISITS AND ASSIGNMENTS 
PROGRAM.  

 
5.8. Anti-Lobbying 

5.8.1. Vendor shall certify to Utility that it will not and has not used Federal 
appropriated funds to pay any person or organization for influencing or 
attempting to influence an officer or employee of any agency, a member of 
Congress, officer or employee of Congress, or an employee of a member of 
Congress in connection with obtaining any Federal contract, grant or any other 
award covered by 31 U.S.C. 1352.  

 
5.9. Domestic Preference for Procurements 

5.9.1. As appropriate and to the extent consistent with law, Vendor should, to the 
greatest extent practicable, provide a preference for the purchase, acquisition, 
or use of goods, products, or materials produced in the United States (including 
but not limited to iron, aluminum, steel, cement, and other manufactured 
products).  

 
5.10. Termination of Vendor Agreements 

5.10.1. The termination of Vendor Agreement by either Party shall release APPA 
from the obligation to make payments for Products and Services incurred 
since the date of termination.  

5.10.2. Utility may terminate a Vendor Agreement for convenience if it believes, in 
its sole discretion that it is in the best interest of the Utility to do so, by 
providing thirty (30) day advance written notice to Vendor according to the 
procedures established in the Vendor Agreement. 

5.10.3. Either Party may terminate a Vendor Agreement for cause as the result of a 
material breach of the Agreement by the other Party. Termination for cause 
shall be effective immediately upon receipt of written notice to the other 
Party according to the procedures established in the Vendor Agreement. 

6. Miscellaneous  
6.1. Language of Agreement.  

6.1.1. All communications, correspondences, and notices provided or to be provided 
pursuant to this Subaward, shall be made in the English language. 

 
6.2. Limitation of Liability.  

6.2.1. Except for third party indemnity obligations described in this Subaward, neither 
party shall be liable (whether in contract, tort, negligence, strict liability, 
statutory liability, or otherwise) to the other for incidental, consequential, or 
indirect damages, including lost profits, lost revenue(s), or lost goodwill, 
whether or not the possibility of such damages has been disclosed or could 
have been reasonably foreseen. 

 
6.3. Entire Agreement.  

6.3.1. This Subaward, including without limitation any Exhibits hereto that are 
incorporated by reference herein, shall constitute the entire agreement 
between Utility and APPA and shall supersede any other agreements, either 
oral or written, between Utility and APPA.  

 



6.4. Counterparts 
6.4.1. This agreement may be executed in one or more counterparts, each of which 

shall constitute an original, and all of which shall together constitute only one 
agreement between the Parties. The signatures of all Parties need not be on the 
same counterpart for valid execution.  

 
6.5. No Construction Against Drafter 

6.5.1. This Subaward was drafted and reviewed jointly by the Parties and, in 
construing and interpreting this Agreement, no provision of this Agreement shall 
be construed or interpreted against any Party based upon the contention that 
this Agreement or a portion of it was purportedly drafted or prepared by that 
Party. 

 
6.6. Assignment.  

6.6.1. This Subaward may not be assigned by either Utility or APPA. Neither Utility nor 
APPA may delegate any of its obligations under this Subaward without the prior 
written consent of the other. 

6.6.2. Nothing in this Subaward (whether express or implied) is intended to confer 
upon any person or entity other than APPA and Utility and their respective 
successors and permitted assigns, any rights or remedies under or by reason of 
this Subaward. 

 
6.7. Severability.  

6.7.1. If any provision of this Subaward is held invalid or unenforceable by a court of 
law or competent arbitrator, the remaining provision(s) will be enforced to the 
maximum extent possible. In such event, the remainder of this Subaward shall 
continue in full force and effect. 

 
6.8. No Waiver.  

6.8.1. In the event that Utility or APPA fails to enforce any provision of this Subaward, 
the failure shall not constitute a waiver of any future enforcement of that 
provision or of any other provision. Waiver of any part or sub-part of this 
Subaward will not constitute a waiver of any other part or sub-part. Any waiver 
made hereunder shall only be valid if set forth in a writing signed by the Parties 
hereto. 

 
6.9. Headings. 

6.9.1. Headings under this Subaward are for convenience and organization, only. 
Headings shall not affect the meaning of any provisions of this Subaward. 

 
6.10. Force Majeure.  

6.10.1. Neither Utility or APPA shall be liable for any failure to perform due to causes 
beyond its reasonable control including, but not limited to, acts of God, 
epidemic, pandemic, acts of civil authorities, acts of military authorities, 
terrorism, cyberattacks, riots, embargoes, acts of nature, and natural disasters. 

 
6.11. Binding Effect.  

6.11.1. Utility and APPA each warrant that its signatory of this Subaward has the 
unencumbered right to enter into this Subaward on its behalf. This Subaward 
shall be binding upon and shall inure to the benefit of Utility and APPA and their 
respective successors and permitted assigns. 

6.12. Termination. 
6.12.1. Utility may terminate this Subaward prior to Utility executing any contract with 

Vendor(s) relating to Funded Scopes identified in Section 2.1 by written notice 



to APPA.  
6.12.2. If Utility terminates this Subaward after APPA distributes funds for services 

under the Funded Scopes, Utility shall be responsible for repayment of any or 
all funds Utility has received from APPA except for Legal Services relating to 
Utility’s execution of applicable contracts under the Funded Scopes.  

6.12.3. In the event that Vendor or Utility terminates a Vendor Agreement, Utility shall 
promptly provide written notice to the APPA. Upon receipt of such notice, the 
applicable Funded Scope(s) shall terminate and APPA shall only reimburse 
Vendor for the work performed by Vendor and accepted by Utility prior to the 
date of the termination.  

6.12.4. If APPA terminates this Subaward before the scheduled Project End Date 
through no fault of Utility, APPA shall pay for costs incurred by Vendor(s) for 
services that Vendor(s) provided under the Funded Scopes before the 
termination date.  

6.12.5. APPA shall maintain the ownership of Anonymized Data up to the date of 
termination in the event that this Subaward is terminated by either APPA or 
Utility pursuant to Section 6.10.1,6.10.2, and 6.10.3 above. 

 
6.13. Notice. 

6.13.1. Any notice, demand, or request provided for in this Subaward shall be in writing 
and shall be deemed properly served, given, or made if delivered in person or 
sent by courier service providing next-day delivery or sent by United States 
mail, registered or certified, postage paid, to the person and to the address 
specified below: 

 
If to City of Painesville:   Attn:  [Name] 
       [Address] 

 
      If to APPA:     Richard Condello 

American Public Power 
Association 
2451 Crystal Drive Suite 1000 
Arlington, VA  22202 
otcyberdefense@publicpower.org 

 
If sent by mail, notices shall be effective three (3) business days after 
deposit in the mail. If hand-delivered, notices shall be effective upon 
delivery. Either APPA or Utility may, at any time, by notice to the other 
pursuant to this Section, change the designation or address of the person 
specified as the one to receive notices. 

7. Revision Controls 
7.1. Changes, Modifications, Amendments.  

7.1.1. This Subaward may only be changed, modified, and/or amended by the signed 
written consent of both Parties. To the extent any part or sub-part of such a 
modified Subaward is held ineffective or invalid by a court of law or competent 
arbitrator, both Parties agree that the prior, effective version of this Subaward 
shall be considered enforceable and valid to the fullest extent, subject to 
Section 6.5.1 of this Subaward. 

 
7.2. Revision Control Log 

7.2.1. Any changes, modifications, and/or amendments to this Subaward shall be 
memorialized in “Exhibit 9” (“Revision Control Log”). 



8. References and Attachments 
8.1. Incorporated by reference into this Subaward  

8.1.1. Scope(s) of Work for Funded Scopes (“Exhibit 1”) 
8.1.2. Special Clauses (“Exhibit 2”) 
8.1.3. Certificate of Assurance (“Exhibit 3”) 
8.1.4. DOE Assistance Agreement Terms and Conditions (“Exhibit 4”) 
8.1.5. APPA Data Management Plan (“Exhibit 5”) 
8.1.6. APPA Non-Disclosure Agreement (“Exhibit 6”) 
8.1.7. Utility Certification (“Exhibit 7”) 
8.1.8. SF-428 Tangible Personal Property Report (“Exhibit 8”) 
8.1.9. Revision Control Log (“Exhibit 9”) 
8.1.10. The provisions of 2 C.F.R. Part 200 and 2 C.F.R. Part 200 Appendix II, as 

modified by 2 C.F.R. 910, to the extent applicable to APPA, Utility, and/or 
Vendor.  

 
 

***SIGNATURE PAGE FOLLOWS*** 
 

 

 

 

 

 

American Public Power Association       

 

By:_____________________________ 

Name: Scott Corwin 

Title: President and CEO 

Date: 

 

 

 

 

City of Painesville 

By:_____________________________ 

Name: [enter] 

Title: [enter] 

Date: [enter] 
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RESOLUTION NO. _____-24 

A RESOLUTION APPROVING THE CREATION OF THE 
PAYROLL ROTARY FUND AND THE PURCHASE CARD 
ROTARY FUND FOR THE 2024 OPERATING BUDGET, AND 
DECLARING AN EMERGENCY 

BE IT RESOLVED BY THE COUNCIL OF THE CITY OF PAINESVILLE,    LAKE 
COUNTY, OHIO: 

SECTION I.  That the creation of the following fund is hereby approved for the 2024 
Operating Budget to comply with the requirements of the Government Accounting Standards 
Board pronouncement Number 34. 

INTERNAL SERVICE FUNDS 

Payroll Rotary Fund #806 

Purchase Card Rotary Fund #810 

SECTION II.    That this Resolution is passed as an emergency measure for the protection 
and preservation of the peace, health, safety and general welfare of the inhabitants of the City of 
Painesville, the emergency being the immediate necessity to  comply with GASB-34 requirements 
and to allow these funds, and; therefore, this Resolution to become effective immediately upon its 
passage. 

PASSED: 

EFFECTIVE: 

____________________________________ 
Jim Fodor 
President of Council  

ATTEST: 

_________________________________ 
Samantha Danielson 
Clerk of Council 


	#1 Ordinance - AFSCME RATE ORDINANCE
	ORDINANCE NO.  ______-24
	AN ORDINANCE AMENDING SECTION 167.071 (G), OF THE PAINESVILLE CODE OF 1998 RELATING TO THE CLASSIFICATION AND COMPENSATION PLAN, AND DECLARING AN EMERGENCY
	BE IT ORDAINED BY THE COUNCIL OF THE CITY OF PAINESVILLE, LAKE COUNTY, OHIO:

	#2 3rd Amended Revised Ordinance
	#3 REV THIRD AMENDED FUND TRANSFERS AND ADVANCES ORD
	#4 RESOLUTION FOR Nature Works Grant  - Skate Park
	Jim Fodor
	President of Council

	#5 Resolution for Development Agreement - CroIrish Burger
	WHEREAS, the City of Painesville (the "City") desires to enter into a Development Agreement (the "Agreement") with CroIrish Burger LLC (the "Developer") for the purposes of a restaurant development project which will significantly enhance economic dev...
	SECTION I: That the City Council hereby authorizes and directs the City Manager to execute the Development Agreement with CroIrish Burger LLC for the purposes of engaging in urban redevelopment within the downtown central business district and to exec...

	#6 Opioid Settlement Resolution Kroger 6-2024 -- FINAL
	#7 Resolution to accept Grant APPA for Cybersecurity
	ATTEST:
	Samantha Danielson
	1. Subaward Summary
	1.1. Introduction
	1.1.1. This Subaward is made and entered into this –[day] day of [month], 2024, by and between the American Public Power Association (“APPA”) and City of Painesville, an Electric Utility (“Utility”). APPA and Utility are referred to herein individuall...

	1.2. Utility Developing and Deploying Cybersecurity Defense
	1.2.1. Name of Organization: City of Painesville
	1.2.2. Address: 7 Richmond St, Painesville, OH 44077
	1.2.3. Number of meters impacted by the technology deployment: [enter]
	1.2.4. Unique Entity ID assigned by SAM.gov: VH2LTL7ZMJ31
	1.2.5. Tax Exempt (Yes/No): Yes

	1.3. Project Purpose
	1.3.1. The Department of Energy (“DOE”) entered into a cooperative agreement with APPA, Award Number DE-CR0000007, dated September 25,2020, to develop and deploy cyber and cyber-physical operational technology (“OT”) solutions within the public power ...
	1.3.2. APPA contracts with Utility through this Subaward (“Subaward”) to help the Utility address and overcome key cybersecurity challenges and maximize the long-term robustness and overall effectiveness of deployed solutions for the benefit of the wh...
	1.3.3. This project will support efforts to develop, demonstrate, and deploy cyber and cyber-physical solutions for public power utilities ("Project”) that:
	1.3.3.1 Detect and respond to adversarial cyber activity on OT networks in the energy sector through a collective defense approach;
	1.3.3.2 Utilize artificial intelligence to identify anomalies, reduce false positives, and update OT assets;
	1.3.3.3 Provide for advanced analytics to enable the user to identify the systems when and where compromised;
	1.3.3.4 Increase system resilience in energy delivery control systems or components; and
	1.3.3.5 Employ autonomous defense solutions at remote endpoints to protect against in-band and out-of-band attacks. Such solutions include hardware, firmware, or software that protects, defends, or hardens deployed OT.


	1.4. Project Objectives for APPA and Utility
	1.4.1. Develop specifications for OT cybersecurity technologies and systems.
	1.4.2. Select or develop technology and systems for deployment and testing.
	1.4.3. Work with partner organizations to select or develop technology and systems for deployment and testing.
	1.4.4. Develop models and frameworks for data anonymization, aggregation, and flow.
	1.4.5. Develop organizations’ capability to effectively use OT cybersecurity technology.
	1.4.6. Deploy cybersecurity solutions for OT systems.
	1.4.7. Develop models and frameworks for successful data analysis and cyber threat and mitigation.
	1.4.8. Work to solve organizational coordination challenges by developing an independent, secure, and replicable OT data anonymization and aggregation model and framework.


	2. Project Execution
	2.1. Scope of Project Funding
	2.1.1. “Exhibit 1” sets forth the Scope(s) of Work for Funded Scopes (“Funded Scopes”).
	2.1.2. Utility agrees to include language substantially similar to that of “Exhibit 1” in Vendor Agreement(s), which APPA recognizes is subject to Vendor Agreement(s).
	2.1.3. Only the Funded Scopes marked as applicable in Table 1 will be funded under this Subaward.

	2.2. Vendors
	2.2.1. Under this Subaward, an entity (e.g., a company, or an organization for or not-for-profit) that provides services under the Funded Scopes in Table 1 and is listed in Table 2 is known as a “Vendor” and, if more than one company, collectively, th...
	2.2.2. Utility intends to contract with Vendor(s) for services under the Funded Scopes.
	2.2.3. Scopes of Work are a description of the service(s) to be provided, and/or the equipment to be purchased pursuant to one or more vendor agreement(s) to be entered into between the Utility and the Vendor (each, a “Vendor Agreement,” and collectiv...

	2.3. Total Project Subaward Amount
	2.3.1. Total Project Subaward Amount from Table 2 above: $135,264.

	2.4. Project Schedule
	2.4.1. Dates covered under this Subaward: from the last date signed below ("Effective Date”) until Project End Date, unless terminated early as permitted herein ("Term”).
	2.4.2. The Project shall commence on the Effective Date.
	2.4.3. The Project End Date is the earlier of September 24, 2025, or the latest date on which any Vendor Agreement expires or is terminated early as permitted therein ("Project End Date”).
	2.4.4. The schedules of all Vendor Agreement(s) shall comport with Section 2.4 of this Subaward.

	2.5. Payments
	2.5.1. Utility shall require Vendor to Submit invoices to Utility in accordance with Exhibit 1, Table 1.
	2.5.2. Utility shall review all Vendor(s) invoices and confirm in writing to APPA that the invoices are accurate. In addition to any other confirmation in writing of provisions that may be required under other sections of this Subaward, the confirmati...
	2.5.3. Utility shall provide APPA a copy of all invoices received from Vendor(s) within (15) days of Utility’s receipt thereof for APPA’s review and verification. The above statement and copies of the invoice shall be sent via email to the following:
	2.5.4. Upon APPA’s review and verification of undisputed Vendor(s) invoices, APPA shall pay Vendor(s) on behalf of Utility within 60 days of APPA’s receipt thereof and Utility shall not have any payment obligations to Vendor(s). APPA shall provide wri...
	2.5.5. The total amount to be paid by APPA to Vendor(s) shall not exceed the total contract value as set forth in the Vendor Agreement(s) (“Not to Exceed Value”). The Not to Exceed Value shall include the total amount to be paid by APPA to Vendors for...
	2.5.6. Any variance that would result in an amount to be paid to a Vendor in excess of the Not to Exceed Value under the respective Vendor Agreement shall require an amendment to this Subaward.
	2.5.7. All reasonable efforts shall be made by APPA and its representatives to review and verify timely payments are made to Vendor(s). APPA shall pay any late fees assessed or levied by Vendor(s) that arise from delays caused solely by APPA.
	2.5.8. Where APPA cannot verify Vendor(s) invoices, for example due to the absence or deficiency of proof of purchase, third-party invoice, or other forms of receipts, payment shall be withheld until such verification can be made.
	2.5.9. APPA reserves the right in its sole and absolute discretion to withhold or deny payment of any Vendor invoice that does not comply, in all material respects, with the requirements of this Subaward. APPA shall withhold payment in full for any pa...
	2.5.10. If Vendor brings a claim against APPA for services Vendor has rendered for Utility but was denied payment, either by Utility or by APPA, because the Vendor’s invoice does not comply with the requirements of the Subaward, Utility agrees to reim...

	2.6. Data Collection and Sharing
	2.6.1. No party (including other Utility(s), APPA, Vendor(s), DOE, and the general public, collectively, “Outside Parties”) may have access to Utility’s raw data as a result of this Project without Utility’s written approval.
	2.6.2. Utility shall exercise reasonable efforts in safeguarding its raw data and preventing unauthorized access of raw data by Outside Parties.
	2.6.3. Any data generated as a result of this Project shall be anonymized and de-identified (“Anonymized Data”) before such data is shared with Outside Parties and may only be used in ways that do not reveal Utility’s identity or any identifiable port...
	2.6.4. Once the data generated as a result of this Project becomes Anonymized Data, Outside Parties, except the general public, may access such data without additional requirements, tools, or applications.
	2.6.5. APPA may share Anonymized Data with Outside Parties and other organizations or entities at the discretion of APPA through a license or other appropriate methods.

	2.7. Reporting
	2.7.1. Upon APPA’s request, Utility and Vendor(s) shall submit to APPA reports that include but not limited to progress towards defined acceptance criteria under applicable Funded Scopes.
	2.7.2. If a reporting or disclosure is necessary, Utility shall not be identified in such reporting or disclosure or in any data files.
	2.7.3. Federal or state laws may require APPA to disclose information to DOE.

	2.8. Confidentiality
	2.8.1. In the event that a business proprietary and/or confidential information needs to be disclosed as part of a reporting or disclosure, the disclosing party shall inform the recipient in writing that the shared information constitutes business pro...


	3. APPA Requirements
	3.1. APPA Role
	3.1.1. Present materials to DOE, APPA leadership, and APPA members. Utility and Vendor(s) may be included in meetings and presentations at APPA's discretion. APPA shall keep Utility apprised of meetings with DOE.
	3.1.2. Assign various APPA staff and/or contracted technical consultants to work with Utility and/or Vendor(s). APPA staff representative shall review documents developed by the Utility and/or Vendor(s) in sufficient detail to confirm understanding by...
	3.1.3. Provide edits to APPA deliverables to be submitted to DOE, APPA leadership, and APPA members.
	3.1.4. Provide appropriate and timely access to systems, staff, and facilities that are essential to completing the Project successfully.
	3.1.5. Designate one (1) employee to serve as a primary point of contact.
	3.1.6. Serve as the first point of escalation for any Project-related requests or issues.
	3.1.7. Provide access to all necessary (as per mutually agreement between APPA and Utility) proprietary information, applications, and systems.
	3.1.8. Provide a central repository, such as a SharePoint or other secure site, to allow for data, drawings, and reports to be uploaded and to maintain such central repository and provide access to Utility and its employees and agents to such central ...
	3.1.9. Provide copies of available information and drawings pertinent to the Project.

	3.2. Data Collection and Sharing
	3.2.1. All data maintained by APPA, including raw or Anonymized Data, because of Project efforts, are subject to APPA’s existing cybersecurity plans, addendums, and policies as described in the APPA Data Management Plan (“Exhibit 5”).
	3.2.2. APPA shall treat any raw data that it may receive or to which APPA is granted access under this Subaward as confidential and may make such data available only to those individuals that have a need-to-know and are bound by obligations of confide...
	3.2.3. APPA shall hold all intellectual property rights and ownership of Anonymized Data generated, and materials resulting from efforts during this Project and as a result of the analysis and assessments conducted by Utility.
	3.2.4. APPA may validate, assess, or analyze the Anonymized Data obtained as a result of the Project through independent review by third parties external to the Project.
	3.2.5. APPA shall mark data or other documents that are business proprietary and/or confidential to APPA with the following marking: “APPA Confidential Information – Internal Use Only” when shared with APPA members, DOE, or other individuals or entiti...


	4. Utility Requirements
	4.1. Utility agrees to require the following from Vendor(s) in each Vendor Agreement:
	4.2. Utility Role
	4.2.1. Utility shall provide APPA confirmation of Utility’s Unique Entity Identifier in System for Award Management (“SAM”) or Utility’s Data Universal Numbering System (“DUNS”) number.
	4.2.2. Utility shall work with APPA and its representatives to develop and deploy cybersecurity defense.
	4.2.3. Utility shall actively participate with APPA and its representatives in developing and deploying cybersecurity defense with Vendor(s) listed in Table 2. 
	4.2.4. Utility shall actively participate as a member of a working group to provide feedback on possible future deployments.
	4.2.5. Utility shall provide feedback to APPA about the efficacy of the chosen technologies and/or services in meeting the acceptance criteria described in Exhibit 1.
	4.2.6. Utility shall work with Vendor(s) to decide on required architecture and design elements.
	4.2.7. Utility shall be a member of the Cybersecurity Defense Community (“CDC”).
	4.2.8. Utility agrees to provide feedback on any barriers or pitfalls encountered in the procurement, deployment, and implementation processes, as well as steps taken to address such barriers or pitfalls. Feedback may be provided through participation...
	4.2.9. Utility shall use the following guidance and standards in performing its obligations under this Subaward:
	4.2.9.1 DOE’s Cybersecurity Capability Maturity Model (Version 2.1 or a successor version); and
	4.2.9.2 Framework for Improving Critical Infrastructure Cybersecurity of the National Institute of Standards and Technology (Version 1.1 or any successor version).

	4.2.10. Utility shall designate at least one (1) employee to serve as a primary point of contact under this Subaward.
	4.2.11. Utility shall provide DOE authorized representatives reasonable access to facilities, office space, resources, and assistance for the safety and convenience of the government representatives in the performance of their duties.
	4.2.12. DOE authorized representatives have the right to make site visits, at mutually acceptable times between DOE and Utility, to review Project accomplishments and management control systems and to provide technical assistance, if required.
	4.2.13. All site visits and evaluations shall be performed in a manner that does not unduly interfere with or delay the work and in accordance with Utility policies and procedures identified in “Exhibit 2.”
	4.2.14. Utility and its representatives shall make all reasonable effort to assist APPA in verifying and demonstrating compliance with all applicable DOE requirements, including but not limited to, those that require certificates of assurance as set f...
	4.2.15. Utility shall inform its Vendor(s) of the obligation to comply all applicable requirements set forth in Section 5 by specifying such requirements in the Vendor Agreement(s)
	4.2.16. Utility may only assign, delegate, or subcontract in whole or in part, by operation of law or otherwise, with advance written notice to APPA. Any attempt to assign without APPA’s written consent shall be null and void.
	4.2.17. Utility shall notify APPA prior to any execution, modification or amendment to a Vendor Agreement(s) and any exhibits that are incorporated into the Vendor Agreement(s). Such notification shall include written confirmation that for each execut...
	4.2.18. Utility shall execute a Non-Disclosure Agreement directly with APPA (“Exhibit 6”).

	4.3. Data Collection and Sharing
	4.3.1. Utility may voluntarily make data in its raw format and/or with identifiable information and elements available to Vendor(s), APPA, or DOE with Utility’s written approval.
	4.3.2. If Utility chooses to share any data in its raw format and/or with member/personally identifiable information and elements, Utility shall exercise reasonable safeguards to prevent unauthorized disclosure or sharing.
	4.3.3. Upon notice to APPA, Utility may destruct its own raw, individual, identifiable data during the execution of this Project.
	4.3.4. Utility may make available Anonymized Data to other entities that are not listed in Section 4.2.1 above only with APPA’s consent in writing.

	4.4. Reporting
	4.4.1. Utility shall provide a Quarterly Progress Report to APPA identifying progress towards defined acceptance criteria under applicable Funded Scopes, as defined in “Exhibit 1.”
	4.4.2. Utility shall provide a Tangible Personal Property Report SF-428 at the conclusion of the project (“Exhibit 9”).
	4.4.3. Utility shall report Subrecipient executive total compensation by the end of the month following the month during which the subaward is executed in accordance with “Exhibit 4” - Amendment 0005, Section c. “Reporting of Total Compensation of Sub...
	4.4.4. Utility may share raw and Anonymized Data in accordance with this Subaward.
	4.4.5. Utility shall include the proper citation for any sharing of data or reporting that contains the following:
	4.4.5.1 Acknowledgment: “This material is based upon work supported by the Department of Energy under Award Number(s) DE-CR0000007.”
	4.4.5.2 Disclaimer: “This report was prepared as an account of work sponsored by an agency of the United States Government. Neither the United States Government nor any agency thereof, nor any of their employees, makes any warranty, express or implied...


	4.5. Certificate of Assurance and Attestation
	4.5.1. Upon APPA request, Utility shall provide assurance that the process Utility has undertaken to solicit the subaward/subcontract complies with DOE’s written procurement procedures as set forth in 2 CFR 200.318, using the Certificate of Assurance ...
	4.5.2. Upon APPA request, Utility shall provide assurance that no planned, actual, or apparent conflict of interest exists between APPA and Utility and Utility is in compliance with APPA’s written standards of conduct, using the Certificate of Assuran...
	4.5.3. Upon APPA request, Utility shall provide assurance that Utility and Vendor(s) are not designated by any federal or state entity as debarred or suspended entities, using the Certificate of Assurance form provided in “Exhibit 3.”
	4.5.4. Upon APPA request, Utility shall provide assurance that Utility has flowed down to Vendor(s) through the respective Vendor Agreement(s) (i.e., subaward(s)/subcontract(s)) all award provisions in the Subaward, including applicable incorporations...
	4.5.5. Upon APPA request, Utility shall provide assurance that the process Utility has undertaken for equipment and other capital expenditures complies with DOE’s written procurement procedures as set forth in 2 CFR 200.313, using the Certificate of A...
	4.5.6. Utility shall demonstrate desired maturity of its Cybersecurity Program in accordance with APPA CDC defined methodology to vet possible candidates based on various criteria and ability to deploy, operate, and maintain OT security solutions succ...
	4.5.7. Utility shall demonstrate, by completing the APPA Cybersecurity Scorecard or comparable capability measure, a determined level of capability prior to deployment of sensors, as described in “Exhibit 3.”
	4.5.8. Utility shall complete the Certification Letter provided by DOE using the template provided in “Exhibit 7.”

	4.6. News Releases, Publications, Marketing, Advertising
	4.6.1. Only with APPA prior approval does APPA consent to the Utility’s use of APPA name in marketing and advertising materials, including the Utility’s website.
	4.6.2. APPA shall not use Utility’s name, logo, or trademark in any publication or press release without Utility’s prior written consent.
	4.6.3. News releases pertaining to the selection of Vendor(s) shall not be made without prior approval by APPA and Utility; provided, that for avoidance of doubt, disclosure to Utility’s City Council or Board shall not constitute a news release, publi...

	4.7. Foreign National Access
	4.7.1. This term is included in any subaward and in any applicable contractual agreement(s) associated with this Cooperative Agreement. Utility shall promptly notify APPA in writing in the event of any participation in this Subaward or in the Vendor A...

	4.1. Export Controls
	4.1.1. Utility shall maintain formal export control management programs sufficient to support all activities throughout the Scope of Work period of performance for each Scope of Work executed under this Subaward. Utility shall be responsible for overs...


	5. Utility Imposed Vendor Requirements
	5.1. Utility agrees to require the following from Vendor(s) in each Vendor Agreement:
	5.2. Vendor Role
	5.2.1. Vendor(s) shall comply with the requirements of 2 C.F.R. part 200 and 2 C.F.R. Part 200 Appendix II, as modified by 2 C.F.R. 910, to the extent applicable to Vendor(s).
	5.2.2. Vendor(s) shall provide Utility confirmation of either Vendor’s registration and active status in SAM or Vendor’s DUNS number.
	5.2.3. Vendor(s) shall provide Utility answers to the North American Transmission Forum Supply Chain Questionnaire or similar industry accepted questionnaire.
	5.2.4. Vendor(s) shall execute a Non-Disclosure Agreement directly with APPA (“Exhibit 6”).

	5.3. Data Collection and Sharing
	5.3.1. Vendor(s) identified in Table 2 for tasks under this Subaward shall be responsible for data collection and sharing during the Term of this Project.
	5.3.2. Vendor(s) shall make available and grant exclusive control of Anonymized Data that is not identifiable or attributable to Utility from the deployed sensors to APPA.
	5.3.3. Vendor(s) may make Anonymized Data available to APPA members as determined by APPA within a period deemed reasonable but no later than the Project End Date.

	5.4. Reporting
	5.4.1. Vendor(s) shall provide a Quarterly Progress Report to APPA and/or Utility identifying progress towards defined acceptance criteria under applicable Funded Scopes.
	5.4.2. Vendor(s) shall include the proper citation for any sharing of data or reporting that contains the following:
	5.4.2.1 Acknowledgment:  "This material is based upon work supported by the Department of Energy under Award Number(s) DE-CR0000007."
	5.4.2.2 Disclaimer: "This report was prepared as an account of work sponsored by an agency of the United States Government. Neither the United States Government nor any agency thereof, nor any of their employees, makes any warranty, express or implied...


	5.5. Invoicing
	5.5.1. Utility is not responsible for any Vendor(s)’s costs or fees associated with work performed under Funded Scopes.
	5.5.2. Vendor(s) shall:
	5.5.2.1 Submit invoices to Utility periodically as required for each of the following contract types: On a monthly basis for time and materials contracts; On completion of work for fixed price contracts; or When products are received for direct sales ...
	5.5.2.2 As applicable, provide sufficient time under this Subaward and the Vendor Agreement(s) to allow Utility and APPA to review invoices.
	5.5.2.3 As applicable, indicate the time spent and services rendered, together with such supporting documentation as APPA reasonably requires.
	5.5.2.4 As applicable, include a description of activities during the period being invoiced, including lists of tasks accomplished.
	5.5.2.5 Provide copies of receipts to Utility and APPA for approval in writing in order to get reimbursement.
	5.5.2.6 Include the following information in all invoices:
	5.5.2.6.1 Bill to: APPA as addressee
	5.5.2.6.2 Ship to: City of Painesville, as applicable
	5.5.2.6.3 Utility name: City of Painesville
	5.5.2.6.4 Vendor name
	5.5.2.6.5 Vendor address
	5.5.2.6.6 Unique contract identifier
	5.5.2.6.7 DOE Cooperative Agreement number: DE-CR0000007
	5.5.2.6.8 DOE Cooperative Agreement number Task Number: 5
	5.5.2.6.9 Vendor Agreement amount
	5.5.2.6.10 Vendor Agreement duration (MM/YY – MM/YY)
	5.5.2.6.11 Agreement-to-Date invoiced amount
	5.5.2.6.12 Current invoice number/invoice amount/period services were rendered/detailed list of charges.

	5.5.2.7 Submit invoices no later than 15 days after each month end or when work is completed, and acknowledge invoices submitted more than 90 days late to APPA are subject to possible rejection/non-payment as set forth in the Vendor Agreement.


	5.6. News Releases, Publications, Marketing, Advertising
	5.6.1. Only with APPA prior approval does APPA consent to Vendor(s)’s use of APPA name in marketing and advertising materials, including the Vendor(s)’s website.
	5.6.2. APPA shall not use Vendor(s)’s name, logo, or trademark in any publication or press release without Vendor(s)’s prior, written consent.
	5.6.3. News releases pertaining to the selection of Vendor(s) shall not be made without prior written approval by APPA and Utility.

	5.7. Foreign National Access
	5.7.1. If Vendor(s) anticipate involving foreign nationals (i.e., non-U.S. citizens or non-lawful permanent residents of the U.S.) in the performance of the Vendor Agreement(s), Vendor(s) must provide specific information about each such foreign natio...

	5.8. Anti-Lobbying
	5.8.1. Vendor shall certify to Utility that it will not and has not used Federal appropriated funds to pay any person or organization for influencing or attempting to influence an officer or employee of any agency, a member of Congress, officer or emp...

	5.9. Domestic Preference for Procurements
	5.9.1. As appropriate and to the extent consistent with law, Vendor should, to the greatest extent practicable, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States (including but no...

	5.10. Termination of Vendor Agreements
	5.10.1. The termination of Vendor Agreement by either Party shall release APPA from the obligation to make payments for Products and Services incurred since the date of termination.
	5.10.2. Utility may terminate a Vendor Agreement for convenience if it believes, in its sole discretion that it is in the best interest of the Utility to do so, by providing thirty (30) day advance written notice to Vendor according to the procedures ...
	5.10.3. Either Party may terminate a Vendor Agreement for cause as the result of a material breach of the Agreement by the other Party. Termination for cause shall be effective immediately upon receipt of written notice to the other Party according to...


	6. Miscellaneous
	6.1. Language of Agreement.
	6.1.1. All communications, correspondences, and notices provided or to be provided pursuant to this Subaward, shall be made in the English language.

	6.2. Limitation of Liability.
	6.2.1. Except for third party indemnity obligations described in this Subaward, neither party shall be liable (whether in contract, tort, negligence, strict liability, statutory liability, or otherwise) to the other for incidental, consequential, or i...

	6.3. Entire Agreement.
	6.3.1. This Subaward, including without limitation any Exhibits hereto that are incorporated by reference herein, shall constitute the entire agreement between Utility and APPA and shall supersede any other agreements, either oral or written, between ...

	6.4. Counterparts
	6.4.1. This agreement may be executed in one or more counterparts, each of which shall constitute an original, and all of which shall together constitute only one agreement between the Parties. The signatures of all Parties need not be on the same cou...

	6.5. No Construction Against Drafter
	6.5.1. This Subaward was drafted and reviewed jointly by the Parties and, in construing and interpreting this Agreement, no provision of this Agreement shall be construed or interpreted against any Party based upon the contention that this Agreement o...

	6.6. Assignment.
	6.6.1. This Subaward may not be assigned by either Utility or APPA. Neither Utility nor APPA may delegate any of its obligations under this Subaward without the prior written consent of the other.
	6.6.2. Nothing in this Subaward (whether express or implied) is intended to confer upon any person or entity other than APPA and Utility and their respective successors and permitted assigns, any rights or remedies under or by reason of this Subaward.

	6.7. Severability.
	6.7.1. If any provision of this Subaward is held invalid or unenforceable by a court of law or competent arbitrator, the remaining provision(s) will be enforced to the maximum extent possible. In such event, the remainder of this Subaward shall contin...

	6.8. No Waiver.
	6.8.1. In the event that Utility or APPA fails to enforce any provision of this Subaward, the failure shall not constitute a waiver of any future enforcement of that provision or of any other provision. Waiver of any part or sub-part of this Subaward ...

	6.9. Headings.
	6.9.1. Headings under this Subaward are for convenience and organization, only. Headings shall not affect the meaning of any provisions of this Subaward.

	6.10. Force Majeure.
	6.10.1. Neither Utility or APPA shall be liable for any failure to perform due to causes beyond its reasonable control including, but not limited to, acts of God, epidemic, pandemic, acts of civil authorities, acts of military authorities, terrorism, ...

	6.11. Binding Effect.
	6.11.1. Utility and APPA each warrant that its signatory of this Subaward has the unencumbered right to enter into this Subaward on its behalf. This Subaward shall be binding upon and shall inure to the benefit of Utility and APPA and their respective...

	6.12. Termination.
	6.12.1. Utility may terminate this Subaward prior to Utility executing any contract with Vendor(s) relating to Funded Scopes identified in Section 2.1 by written notice to APPA.
	6.12.2. If Utility terminates this Subaward after APPA distributes funds for services under the Funded Scopes, Utility shall be responsible for repayment of any or all funds Utility has received from APPA except for Legal Services relating to Utility’...
	6.12.3. In the event that Vendor or Utility terminates a Vendor Agreement, Utility shall promptly provide written notice to the APPA. Upon receipt of such notice, the applicable Funded Scope(s) shall terminate and APPA shall only reimburse Vendor for ...
	6.12.4. If APPA terminates this Subaward before the scheduled Project End Date through no fault of Utility, APPA shall pay for costs incurred by Vendor(s) for services that Vendor(s) provided under the Funded Scopes before the termination date.
	6.12.5. APPA shall maintain the ownership of Anonymized Data up to the date of termination in the event that this Subaward is terminated by either APPA or Utility pursuant to Section 6.10.1,6.10.2, and 6.10.3 above.

	6.13. Notice.
	6.13.1. Any notice, demand, or request provided for in this Subaward shall be in writing and shall be deemed properly served, given, or made if delivered in person or sent by courier service providing next-day delivery or sent by United States mail, r...


	7. Revision Controls
	7.1. Changes, Modifications, Amendments.
	7.1.1. This Subaward may only be changed, modified, and/or amended by the signed written consent of both Parties. To the extent any part or sub-part of such a modified Subaward is held ineffective or invalid by a court of law or competent arbitrator, ...

	7.2. Revision Control Log
	7.2.1. Any changes, modifications, and/or amendments to this Subaward shall be memorialized in “Exhibit 9” (“Revision Control Log”).


	8. References and Attachments
	8.1. Incorporated by reference into this Subaward
	8.1.1. Scope(s) of Work for Funded Scopes (“Exhibit 1”)
	8.1.2. Special Clauses (“Exhibit 2”)
	8.1.3. Certificate of Assurance (“Exhibit 3”)
	8.1.4. DOE Assistance Agreement Terms and Conditions (“Exhibit 4”)
	8.1.5. APPA Data Management Plan (“Exhibit 5”)
	8.1.6. APPA Non-Disclosure Agreement (“Exhibit 6”)
	8.1.7. Utility Certification (“Exhibit 7”)
	8.1.8. SF-428 Tangible Personal Property Report (“Exhibit 8”)
	8.1.9. Revision Control Log (“Exhibit 9”)
	8.1.10. The provisions of 2 C.F.R. Part 200 and 2 C.F.R. Part 200 Appendix II, as modified by 2 C.F.R. 910, to the extent applicable to APPA, Utility, and/or Vendor.
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